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FOR IMMEDIATE RELEASE 
(05/27/2020) 

  
On May 26, 2020, Rio Arriba County discovered that it was the victim of a ransomware cyber-attack. The 
result of this cyber-attack is that a significant and as yet unknown number of the County’s network servers, 
electronic files and databases have been encrypted by the cyber-attack, and cannot be accessed, reviewed, or 
edited. This will immediately slow down and/or prevent the County from conducting certain types of public 
business until this matter is resolved. The County is taking steps to implement alternative methods of 
conducting public business to ensure to every extent possible that services are not interrupted. We greatly 
appreciate your patience as we work through this issue.  

 
Rio Arriba County is actively investigating the extent and source of this attack. The County has alerted and 
is in touch with the proper federal law enforcement authorities responsible for investigating cyber-crimes, 
and the County’s insurance provider has stepped in to assign forensic investigators and other Information 
Technology specialists who deal exclusively with these types of situations. 
 
While the exact extent of this cyber-attack has not yet been determined, what is known is that nearly every 
County server that has files or databases on it has been affected in some way, including the County’s back-
up servers. While this cyber-attack did not encrypt every file, computer or device on the County’s network, 
it did infect a significant enough portion of them to require the County to begin the time-consuming process 
of trying to determine which files and devices are functional and which are infected and/or encrypted.  
 
As many of the County’s public records are generated or stored electronically, this cyber-attack will 
unfortunately reduce the County’s ability to respond to inspection of public record requests under the 
Inspection of Public Records Act. Please be advised that diligent efforts will be made to keep in contact 
with all requesters about the status of their requests. 
 
At this time, it does not appear that the cyber-attack will have an effect on the Primary Election scheduled 
for June 2, 2020. The voting machines used to cast and tabulate ballots are “stand-alone” machines, and are 
not connected to the County’s network. The County Clerk is in active discussions with the New Mexico 
Secretary of State’s Office to set up an alternate method for transferring voting data that will bypass and not 
interact with the County’s network. 
 
If you require any services from a Rio Arriba County department or elected office, please contact them via 
their posted telephone number and/or email address and inquire whether this cyber-attack has affected their 
operations and to what extent. Thank you. 
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